
Sanchar Saathi portal / App : https://sancharsaathi.gov.in

A citizen centric Initiative to empower citizens and prevent 

misuse of telecom resources in cyber frauds

Department of Telecommunications
Ministry of Communications

Government of India

Do you want to:

• Report any fraud call, SMS, WhatsApp message, advertisement call ? 

• Block and trace your lost/stolen mobile handset ?

• Check how many SIMs are issued in your name ?  

https://sancharsaathi.gov.in/


How Cyber Frauds and Crimes affect you ?

► Innocent citizen

► Fraud Calls, SMSs, 
APK files, phishing 
links



Our Strength: Digital Economy Threat landscape 

Social media Apps

Misuse of SIMs

Spoofed Calls

SIM Boxes

35 crore UPI users

16.99 Bn transactions 

worth, Rs. 23.5 lakh crore
Jan 2025

1.4 Bn Aadhaar

Threat 

45 Lakh
Financial fraud complaints

33,000 Crores
Total  Lost Amount reported

35 crore UPI users

661 Banks live

18.3 Billion transaction

worth 24.77 lakh crores



Empowering citizens -Sanchar Saathi portal/ App: www.sancharsaathi.gov.in
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Launched on 

16.05.2023

Real time 

Dashboard

19 Regional languages –

Inclusive Approach

13.45 Cr+ 

visitors

Reporting through Call/ SMS 

logs through iOS App 

extension

Reporting through call/ 

SMS logs fetch in 

Android

15 lakh+ Downloads

Jan Bhagidari to fight cyber frauds –

Our Citizens our Strength
Video link: 

https://youtu.be/OI4l7a7Cl2c?si=isnlqzlOxenAeDqp

http://www.sancharsaathi.gov.in/
https://youtu.be/OI4l7a7Cl2c?si=isnlqzlOxenAeDqp


Facility 1: Know Your Mobile Connections

• Integrated with Telecom Operators

• Automated process of re-verification

• Real time Tracking of request

• Paper less, hassle free

• Grievance Addressing facility (new)

• Check list of all mobile connections in your

Name

Citizens can report mobile connection

• Not My Number

• Not Required



Facility 2: Report Suspected Fraud and UCC Communication

Proactive citizen reporting, OTP based verification, Computer vision on screenshot uploaded, Real time dashboard



Facility 2: Report Suspected Fraud and UCC Communication

API based connectivity with all Telecom Operators for effective and timely action



Facility 3: Reporting of Stolen / Lost handset for blocking/ tracing (CEIR)

• Traceability reports to citizens

• Real time status update

• Tracking of request

• Paper less, hassle free

• Online reporting by Citizens & Police
• Pan India blocking of lost/stolen mobile handset

to prevent misuse and tracing across telecom

operators

• Unblocking once found and returned to owner

• Integrated with CCTNS and ZIPNET of Police

• Real time tracing reports to 15000+ police

stations across country

• Lost mobile handset during train journey ?

Railway Protection Force also onboarded



Facility 3: Reporting of Stolen / Lost handset for blocking/ tracing (CEIR)

Video link: https://youtu.be/snenPT_tgtU?si=yPouRUVwrDurI1Op

DoT and 
State/UT  Police 

login of CEIR

Citizen centric 
services of CEIR

https://youtu.be/snenPT_tgtU?si=yPouRUVwrDurI1Op


Reporting of Stolen / Lost handset for blocking/ tracing (CEIR) facility

State/UT Police wise - Block Your Lost/ Stolen Mobile Handset 
statistics

Top Performing States/UTs

Mobiles lost/stolen reported 31.22 lakhs

Mobiles traced 18.80 lakhs

Mobiles recovered by Police 

and returned to citizens

4.13 lakhs

Pan India Impact



Facility 4: Know Your Mobile (KYM)

SMS

“KYM<IMEI>” to 14422

1

2

Help in checking Genuineness of Mobile handset



Facility 5: Reporting International Incoming Calls with Indian Number 

(RICWIN)

• TSPs send awareness SMSs in Regional

Language and English language, every quarter

“ While receiving an international call, if an Indian

number or no number is displayed on your phone,

please inform at DoT Sanchar Saathi portal

https://sancharsaathi.gov.in or on tollfree number

1800110420/1963 “

Citizens provide information about such calls at:

• RICWIN

• DoT’s toll free number 1963 / 180011420.

• Automatic online sharing of information with LSAs

field units of DoT for action

• 180 illegal setups unearthed since April 2021



Facility 6: Know Your Wireline ISP (KYI)

• List of all pincodes visible 

where the ISP is providing 

the service across the 

country

lists of DoT authorized 

wireline ISPs:

• Search by PIN Code

• Search by Address

• Search by Name of ISP

• Website, contact details, 

email IDs of all ISPs



Sanchar Saathi: Informative Videos and Frequently Asked Questions



Collaborative Citizen Awareness with Government, Banks and FIs

Paytm



Collaborative Citizen Awareness with District Administration, State Government

Sanchar Saathi awareness on Pune Smart City Displays Arunachal Pradesh State Government’s awareness through websites



Dear Citizens - Don’t Be a MONEY MULE



Sanchar Saathi Posters, Banner, Video Links for Public Awareness on pan India basis

Sanchar Saathi awareness materials (website banner, standee, 

backdrop, and short video for Public Display):

https://drive.google.com/drive/folders/1vZapT123lqQdLpJKoaoAn

PGYiU1bUJFN

All 6 citizen centric features of Sanchar Saathi https://youtu.be/xtHFviq_-ac?si=VlfgleUNIlI8LGrR

Report Your Lost/Stolen Handset https://youtu.be/nSxeK_seERE?si=LnqUL16Ka0CNthhO

CHAKSHU https://youtu.be/5lWWhlqaJmI?si=7pnyjpCa7mPSxdcL

Know Your Mobile Connections https://youtu.be/JIZzww0S51Y?si=tqLEDlN-rKJ5NYcJ

Chakshu- UCC / Spam https://www.youtube.com/watch?v=0K6q92Y7Rm8

Know Your Mobile (KYM) https://youtu.be/X7ufwI4Z2Wo?si=iNWzDBqGTddFyLjZ

Know Your Wirelines Internet Service Provider (KYI) https://youtu.be/MGJn4iXRBr4?si=XrPVbZVelVYP98Lg

Report Incoming International Call With Indian Number (RICWIN) https://youtu.be/4D6HdrnInjc?si=M54Klad-v3w1KKjx

International Spoofed Calls https://youtu.be/0mApNOtkZL8?si=cbjr0EEqp9rV636w

Tag DoT Handles for collaboration and awareness: -

X (formerly Twitter) - https://x.com/DoT_India

Instagram - https://www.instagram.com/department_of_telecom?igsh=MXUxbHFjd3llZTU0YQ==

Facebook - https://www.facebook.com/DoTIndia

YouTube- https://www.youtube.com/@departmentoftelecom

https://drive.google.com/drive/folders/1vZapT123lqQdLpJKoaoAnPGYiU1bUJFN
https://youtu.be/xtHFviq_-ac?si=VlfgleUNIlI8LGrR
https://youtu.be/nSxeK_seERE?si=LnqUL16Ka0CNthhO
https://youtu.be/5lWWhlqaJmI?si=7pnyjpCa7mPSxdcL
https://youtu.be/JIZzww0S51Y?si=tqLEDlN-rKJ5NYcJ
https://www.youtube.com/watch?v=0K6q92Y7Rm8
https://youtu.be/X7ufwI4Z2Wo?si=iNWzDBqGTddFyLjZ
https://youtu.be/MGJn4iXRBr4?si=XrPVbZVelVYP98Lg
https://youtu.be/4D6HdrnInjc?si=M54Klad-v3w1KKjx
https://youtu.be/0mApNOtkZL8?si=cbjr0EEqp9rV636w
https://x.com/DoT_India
https://www.instagram.com/department_of_telecom?igsh=MXUxbHFjd3llZTU0YQ
https://www.facebook.com/DoTIndia
https://www.youtube.com/@departmentoftelecom




Thank You

Secure and robust telecommunication 

adds significant value to the economy


