Do you want to:

 Report any fraud call, SMS, WhatsApp message, advertisement call ? ?
Block and trace your lost/stolen mobile handset ? 9
Check how many SIMs are issued in your name ? s

Sanchar Saathi portal / App : https://sancharsaathi.gov.in
A citizen centric Initiative to empower citizens and prevent
misuse of telecom resources in cyber frauds

Department of Telecommunications
Ministry of Communications
Government of India


https://sancharsaathi.gov.in/

How Cyber Frauds and Crimes affect you ?

42% Indians experiencéd financial fraud in last 3 years, reveals
survey

Home / Cities / Pune / Online fraud: Elderly couple duped of Rs akh in Pur

Online fraud Elderly couple duped of Rs 85
lakh in Pune

According to the complaint, the fraudsters contacted her over the phone in January 2017 and assured
her of the position of vice-president in an IT company in Pune at an annual salary of Rs 1.1 crore.

Retired teacher loses ¥1.72 cr to cyber
frauds

By Vinay Dalvi

Apr 16,2025 09:34 AM IST R £ O Bin)

A 61-year-old retired teacher lost 21.72 crore to cyber
fraudsters posing as police, who used threats to extort
money over a month-long scam.

Delhi: 5 held for procuring SIM cards on fake IDs,

A survey conducted by private firms LocalCircles, has shown that 42% Indians
surveyed experienced financial fraud in the last 3 years, 74% of those who
experienced it failed to get money back. Getty Images

selling them to sham call centres, spammers

5 ways to identify a
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Our Strength: Digital Economy

35 crore UPI users

661 Banks live

18.3 Billion transaction
worth 24.77 lakh crores

\ 1.2 Bn telecom subscribers
N\
1.4 Bn Aadhaar
A
AADHAAR

Threat

45 Lakh 33,000 Crores

Financial fraud complaints ~ Total Lost Amount reported
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Dear Customer SBI Bank
Your Reward Point
Rs.5899 Expire Today

Please Redeem Your Point

Contact
https://cobb.short.gy
/SBIREWRD SHRI BALA JI
CONTRACTOR




Empowering citizens -Sanchar Saathi portal/ App: www.sancharsaathi.gov.in

New
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SANCHAR
SHATHI

©

@ REPORT SUSPECTED
FRAUD COMMUNICATION

CHAKSHU

@ KNOW YOUR MOBILE /
IMEI VERIFICATION

KYM

®

Launched on
16.05.2023

19 Regional languages —

Inclusive Approach

€

©

BLOCK YOUR LOST/
STOLEN MOBILE
CEIR

REPORT INCOMING
INTERNATIONAL CALL
WITH INDIAN NUMBER

RICWIN

(5)

13.45 Cr+
visitors

»

". Citizen Centric Services

©

KNOW YOUR MOBILE
CONNECTIONS
TAFCOP

KNOW YOUR WIRELINE
INTERNET SERVICE
PROVIDER (ISP)

"o

Real time
Dashboard

Jan Bhagidari to fight cyber frauds —
Our Citizens our Strength

Empowering
Citizens

15 lakh+ Downloads

Reporting through call/ Reporting through Call/ SMS
SMS logs fetch in logs through iOS App
Android extension

Video link:
https://youtu.be/Ol4l7a7Cl2c?si=isnlgzlOxenAeDap



http://www.sancharsaathi.gov.in/
https://youtu.be/OI4l7a7Cl2c?si=isnlqzlOxenAeDqp

Facility 1.

Know Your Mobile Connections
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© Required

Mobile numbers registered in your name : 2

Citizens can report mobile connection
 Not My Number
 Not Required

Request Number Track
0 9197XXXX5428 [ Not My Number Not Required Required
(] 9180XXXX1097 [ Not My Number Not Required Required

Disclaimer

Efforts have been made to provide correct and complete information. There may be
some discrepancies which may be resolved as and when brought to the notice.

If your mobile number is activated as corporate/bulk connection then all related
mobiles of your corporate will be listed.




Facility 2: Report Suspected Fraud and UCC Communication

d& - Report Suspected Fraud Communication

(Report any suspected fraud communication received within last :
days)

' Chakshu

Chakshu facilitates citizens to report the suspected fraud communications with the
intention of defrauding telecom service users for cyber-crime, financial frauds, non-
bonafide purpose like impersonation or any other misuse through Call, SMS or
WhatsApp.

Few examples of suspected fraud communications are communication related to
Bank Account / Payment Wallet / SIM / Gas connection / Electricity connection / KYC
update / expiry / deactivation, impersonation as Government official / relative,
sextortion related etc.

Note: If you have already lost money due to financial fraud or are a victim of cyber-
crime, 1930 or
https://www.cybercrime.gov.in. Chakshu facility does not handle financial fraud or

cyber-crime cases.
Continue for reporting =

please report at cyber crime helpline number website

Proactive citizen reporting, OTP based verification, Computer vision on screenshot uploaded, Real time dashboard

' Medium of Suspected Fraud Communication

Please select how you received the communication”

Medium

Select Medium
Select Medium
Call
SMS
WhatsApp

Suspected Fraud Communication Details

AlL * marked fields are mandatory.

Select Suspected Fraud Communication Category @

Category
Select Category
Select Category
KYC and Payment related to Bank / Electricity / Gas / Insurance etc
Impersonation as Police, CBI, Customs, Aadhaar, RBI etc
Fake Customer Care Helpline
Cnline job / lottery /gifts/loan offers
Sextortion
IVR / Robo Calls
Malicious link / website
Investment, Stock Market and Trading
Impersonation as DoT / TRAI

Impersonation as a relative / friend

Any Other Suspected Fraud




Facility 2: Report Suspected Fraud and UCC Communication

9g] - Report Suspected Fraud & Unsolicited '

e Medium of Unsolicited Commercial Communication (UCC)

Commercial Communication

' Report Unsolicited

Commercial Communication
(UCC) / Spam

(Report within 3 days for
action)

Chakshu facilitates citizens to report
UCC or spam received through Voice Call
or SMS which is not as per
the consent given by recipient to sender
or as per registered preference (s). UCC /
Spam are dealt as per The Telecom
Commercial Communication Customer
Preference Regulation (TCCCPR), 2018
regulations of Telecom Regulatory
Authority of India (TRAI). Visit https:/
trai.gov.in/what-spam-or-ucc for more
details.

APl based connectivity with all Telecom Operators for effective and timely action

Please select how you received the communication”

Medium
Select Medium
Select Medium
Call

SMS

/|

All * marked fields are mandatory.

Select UCC Category” @

Category

Select Category

Select Category

Banking/insurance/financial products/credit cards
Real Estate

Education

Health

Consumer goods and automobiles
Communication/Broadcasting/Entertainment/IT
Tourism and leisure

Others




Facility 3: Reporting of Stolen / Lost handset for blocking/ tracing (CEIR)

Request for blocking lost/stolen mobile * Online reporting by Citizens & Police
CEIR service is now available for all India subscribers. ' Pan Indla bIOCkIng Of IOSUStOIen mObIIe handset
# All (*) marked fields are mandatory. to prevent misuse and tracing across telecom
Device Information 0 p e rato rS
Mobile Number 1° +91 | Mobile Mumber 1 Maobile Number 2 +91 | Enter if dual sim mobile * UanOCklng Once found and returned to Owner
IMEI 1 Enter 13 digit IMEI Number IMEI 2 Enter if dual sim mobile
Device Brand’ Select
T Upload mobiie | Chogse ] No e crosen . Integrat_ed with C_CTNS and ZIPNET of Police |
purchase invoice « Real time tracing reports to 15000+ police
stations across country
Lot Information « Lost mobile handset during train journey ?
Lost Place’ Lost Date’ WB22608012 | @ Railway Protection Force also onboarded
Select State/UT Selact hd
Select District Select ’ Select Police Select v
Station”
« Traceability reports to citizens
BLOCK YOUR LOST 7 STOLEN * Real time status update
29.55.685 as « Paper less, hassle free
mobiiles + -

blocked




Facility 3: Reporting of Stolen / Lost handset for blocking/ tracing (CEIR)

r\\g Block your lost / stolen mobile handset
— sl

Block lost / stolen mobile handset Unblock found mobile handset P>
CLICK HERE CLICK HERE v

Citizen centric

228%

‘ services of CEIR
Check lost / stolen mobile handset Forgot request ID
request status CLICK HERE
CLICK HERE
n CEIR SERVICES v APPLICATIONS v ContactUs  HELP DoT and
BLock STOLEN/LOST MOBILE S}gtgell{]uo-ll: CI:D |§|I|I§ e

UN-BLock FOUND MoBILE !quest for bIOCking IOSt/StOIQ“ mObiIe

CHECK REQUEST STATUS CEIR service is now available for all India subscribers.

ForcoT REQUESTID # All (*) marked fields are mandatory.

Video link: https://youtu.be/snenPT tgtU?si=yPouRUVwrDurl1Op



https://youtu.be/snenPT_tgtU?si=yPouRUVwrDurI1Op

Reporting of Stolen / Lost handset for blocking/ tracing (CEIR) facility

Pan India Impact

and returned to citizens

Mobiles lost/stolen reported | 31.22 lakhs
Mobiles traced 18.80 lakhs
Mobiles recovered by Police | 4.13 lakhs

Top Performing States/UTs

State/UT Police wise - Block Your Lost/ Stolen Mobile Handset

statistics
# Location Mobiles blocked Mobiles traced Mobiles recovered v |
15 Karnataka 3.55.847 1,88,981 72,064
33 Telangana 3,11.,128 1.72,347 69,122
21 Maharashtra 3,76,672 2,11.113 38,811
— > |35 Uttar Pradesh 1.60,054 99,010 23,632
30 Rajasthan 87,846 57,621 23,186
32 Tamil Nadu 1.16.864 67,339 21,860
2 Andhra Pradesh 1,00,106 61,034 21,319




Facility 4: Know Your Mobile (KYM)

@ Help in checking Genuineness of Mobile handset
s [ VZ2dcan | B
|ME| Result
o,
a V744r4p Manufacturer Samsung Korea This IMEI is in Black List.
Bands: LTE FDD BAND 1,LTE govacning: Donot ke hls
Mobile +91 9766042662 Get OTP FDD BAND 12,LTE FDD BAND
number for " 13,LTE FDD BAND 17,LTE .
19,LTE FDD BAND 2.LTE FDD
3 — BAND 20,LTE FDD BAND
Enter OTP 860724 Verihiec 25TE FOD Samsung
Brand: Samsung
IMEI IMEI Number Model; SM-G935FD
Number’
2 o
SMS

"KYM<IMEI>" to 14422




Facility 5: Reporting International Incoming Calls with Indian Number
(RICWIN)

0 Home | Asout | CimizenCenTric Services | Keep YounseLrAware | FAQs | INSociaLMeDIA | IMAGECALLERY | UseruLLINKS

y

AlL* marked fields are mandatory.

Receiving Mobile Number

491

Ingian Number displayed during the call

+81 | max 10 digit Indian Mumber displayed during the ca

Date of the call

Select Country

Country from where the International call is received

Any other information you want to share

A Report Incoming International Call With Indian Number (RICWIN)
& Alternatively you can report on 1963/1800110420
International call details

Time of the call

Citizens provide information about such calls at:

RICWIN
DoT'’s toll free number 1963 / 180011420.

« Automatic online sharing of information with LSAs
field units of DoT for action
« 180 illegal setups unearthed since April 2021

« TSPs send awareness SMSs in Regional |

Language and English language, every quarter

|

“While receiving an international call, if an Indian
number or no number is displayed on your phone,

please inform at DoT Sanchar Saathi portal |

https://sancharsaathi.gov.in or on tollfree number

1800110420/1963 “ |



Facility 6: Know Your Wireline ISP (KYI)

Find Wireline Internet Service Providers (ISPs)

Search by PIN Code Search by Address  Search by ISP Name

A
# ISP Name
Search ISP Mame
1 Aspirare

2 Aspirare Communications
Private Limited

3 Bharti Airtel Limited

4 Corsica solution Pwt Ltd

5 Edge Telecommunications
Pwt Ltd

5] Excitel Broadband Private

PIN Code Enter PIN cade
PIN Code

Show | 10 ~ |entries

Email Contact Number

rch En Search Contact Mumber
helpdesk@aspirare.in 9611544923,
9591414140
helpdeski@aspirare.in.hareram@aspirare.in 9611544923,

9591414140,9530029828

12 1@airtel.com 9848102030
info(@corsicancs.cam 9148106548,
8951869476
ajay@edgetelecom.coin 98715536356
rahul.sharma@excitel.com 8447777049

License
Website Link Category

Search Website Link Select License s
hittps:faspirare.co/ A
https:faspirare.co/ A
https:hwwweairtelin A
https:ffwww.corsicancs.com/ A
B
https:fwwweexcitel.com A

Showing 1 to 10 of 16 entries (filtered from 1.408 total entries)

lists of DoT authorized
wireline ISPs:

» Search by PIN Code
» Search by Address

Search by Name of ISP

 Website, contact details,
email IDs of all ISPs

« List of all pincodes visible
where the ISP is providing
the service across the
country |



Sanchar Saathi: Informative Videos and Frequently Asked Questions

Chakshu - Report Suspected Fraud & Unsolicited Commercial Communication 0 o B
Block Your Lost/ Stolen Mobile Handset o -k
Know Mobile Connections in Your Name o e
Know genuineness of Your Mobile Handset o b
Report Incoming International Call with Indian Number o =
Know Your Wireline Internet Service Provider o =

T } Keep yourself aware ﬂ Frequently Asked Questions

Sanchar Saathi FAQs

Chakshu - Report Suspected Fraud Communication FAQs

Chakshu - Report Unsolicited Commercial Communication (UCC) FAQs

Block Your Lost/ Stolen Mobile Handset FAQs

Tales of Sanchar Sakhi Unsolicited Commercial Know Mobile Connections in Your Name FAQs
Click here for English version Communication

fedt T & foru ugl fFas &Y Click to know more

Know Genuineness of Your Mobile Handset FAQs
Report Incoming International Call with Indian Number FAQs

. Know Your Wireline Internet Service Provider FAQs

+ + 4+ + 4+ + + o+



Collaborative Citizen Awareness wit
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Web portal available at | www.sancharsaathi.gov.in
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Collaborative Citizen Awareness with District Administration, State Government
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LOST YOUR MOBILE? w

4

SAATHI

EMPOWERING CITIZENS, ENHANCING SAFETY

KEY FEATURES:

LosthtoIen Mobile Recovery: Report, block, and trace lost or stolen mobiles.
Connected with over 15,000 police stations to assist in swift recovery.

Cyber Fraud Protection: Report suspicious calls, SMS, or WhatsApp messages
related to cybercrime, financial fraud, fake services, KYC updates, Ioan/?ob
offers, and more.

Unauthorized Connections: Check the number of mobile connections registered
under your name and report unauthorized ones.

Know Your Mobile (KYM): Verify the validity of devices before purchasing to
ensure security.

Report lllegal Telecom Activity: Report international calls using Indian numbers
to combat illegal telecom setups. Call 1963 or 1800110420 to report.

Wireline ISP Details: Check the details of Wireline ISPs by entering a PIN code,
address, or ISP name.

B el e e L

For mobile safety, security, and assurance, access now: https://sancharsaathi.gov.in

@.’M}'Govmunachal Q!MyﬁovArunachalPradesh @!mygovaruna:hal

Sanchar Saathi awareness on Pune Smart City Displays Arunachal Pradesh State Government’s awareness through websites



Dear Citizens - Don’'t Be a MONEY MULE

't become a

Money Mule’!

Acting as a money mule is a crime

' | | I . . \ Rgads & Indian Bank
7/ Don't get fooled,

Your Bank Account - Only your Money! .' P Don't be a Money Mule!

* Do not allow others to operate your P
Lok Your Bank Account is only for your own money
account for movement of their funds.

* Tempting offers about receiving or
forwarding money through your bank
account could land you in jail.

* Never give account details to anyone
you do not know or trust.

& Money Mule is an organized crime, falling prey to it can land you in jail
& Don’t share your account credentials with anyone

& Don't rent your account to others for monetary offers

W& Jaankaar Baniye, -

Satark Rahiye!

© Report such instances to your Home Branch and to National Cyber Crime
Reporting Portal (www.cybercrime.gov.in) or through
Report such instances to your bank and ro National

Cyber Crime Reporting Porfal (www.cybercrime.gov.in) Natlonal cyher c"me HEIpllnE E 1930
or through Cyber Crime Helpline (1930).

W

illegally acquired money on behalf of sormeone else!l



Sanchar Saathi Posters, Banner, Video Links for Public Awareness on pan India basis

Sanchar Saathi awareness materials (website banner, standee, https://drive.google.com/drive/folders/1vZapT123IgQdLpJKoaocAn
backdrop, and short video for Public Display): PGYiUlbUJEN

All 6 citizen centric features of Sanchar Saathi https://youtu.be/xtHFvig -ac?si=VIfgleUNIISLGrR
Report Your Lost/Stolen Handset https://youtu.be/nSxeK seERE?si=LngUL16Ka0CNthhO
CHAKSHU https://youtu.be/5IWWhlgadmli?si=7pnyjpCa7mPSxdcL
Know Your Mobile Connections https://youtu.be/JIZzww0S51Y?si=tgL EDIN-rKJ5NYcJ
Chakshu- UCC / Spam https://www.youtube.com/watch?v=0K6g92Y7Rm8
Know Your Mobile (KYM) https://youtu.be/X7ufwl4Z2Wo?si=iINWzDBgGTddFyL|Z
Know Your Wirelines Internet Service Provider (KYI) https://youtu.be/MGJIn4iXRBr47?si=XrPVbZVelVYP98Lg
Report Incoming International Call With Indian Number (RICWIN) https://youtu.be/4D6HdrnInjc?si=M54Klad-v3w1KKjx
International Spoofed Calls https://youtu.be/OmApNOtkZL8?si=chbjrOEEqp9rV636w

Tag DoT Handles for collaboration and awareness: -

X (formerly Twitter) - https://x.com/DoT India

Instagram - https://www.instagram.com/department_of telecom?igsh=MXUxbHFjd3lIZTUQOYOQ==
Facebook - https://www.facebook.com/DoTIndia

YouTube- https://www.youtube.com/@departmentoftelecom



https://drive.google.com/drive/folders/1vZapT123lqQdLpJKoaoAnPGYiU1bUJFN
https://youtu.be/xtHFviq_-ac?si=VlfgleUNIlI8LGrR
https://youtu.be/nSxeK_seERE?si=LnqUL16Ka0CNthhO
https://youtu.be/5lWWhlqaJmI?si=7pnyjpCa7mPSxdcL
https://youtu.be/JIZzww0S51Y?si=tqLEDlN-rKJ5NYcJ
https://www.youtube.com/watch?v=0K6q92Y7Rm8
https://youtu.be/X7ufwI4Z2Wo?si=iNWzDBqGTddFyLjZ
https://youtu.be/MGJn4iXRBr4?si=XrPVbZVelVYP98Lg
https://youtu.be/4D6HdrnInjc?si=M54Klad-v3w1KKjx
https://youtu.be/0mApNOtkZL8?si=cbjr0EEqp9rV636w
https://x.com/DoT_India
https://www.instagram.com/department_of_telecom?igsh=MXUxbHFjd3llZTU0YQ
https://www.facebook.com/DoTIndia
https://www.youtube.com/@departmentoftelecom
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INDHA TELECOM Lo by

NC ¢SAATHI
MOBILE APP

Web portal available at : www.sancharsaathi.gov.in

Download on the

f
L " App Store

REPORT SUSPECTED FRAUD

INDI4 TELECOM

‘ M e

DOWNLOAD
«

REPORT INCOMING INTERNATIONAL
CALL WITH INDIAN NUMBER

SANCHAR
SAATHI

MOBILE APP

KNOW MOEILE CONNECTIONS IN
YOUR NAME

KNOW GENUINENESS OF YOUR
MOBILE HANDSET

£ Download on the GETITON

@& App Store | ‘ » Google Play




Secure and robust telecommunication
adds significant value to the economy

Thank You



